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Operating Regulations for Casablanca INT Telehdlesgter

Operating Regulationsfor Casablanca INT Telehouse Center

Operated by Casablanca INT s.r.o. Company at TH#rss:
Vinohradska 184, 130 52 Praha 3

Introductory Provisions

The Casablanca INT Telehouse Center Operating Reegis(hereinafter referred to as “Operating Reguia”, or
“Regulations”) govern the conditions for movemehpersonnel on the Telehouse Center premises @gklogtthe
Casablanca INT s.r.o. Company (hereinafter refdimexs “Provider”) at the address: Vinohradska 1860, 52 Praha 3
(hereinafter referred to as “Casablanca”).

For the purposes of these Regulations, the Clgeatsubject that has signed the ServerHousingc@sr@ontract with the
Provider.

For the purposes of these Regulations, the Vistarperson assigned by the Client and listed et of Authorized
Personnel.

For the purposes of these Regulations, the cucatacts of the Provider’'s Supervisory Center egegds are the
following phone numbers: +420 270 000 235 and +ZA20191 824.

2. Definition of the Premises Accessibleto the Visitors

2.1

The Telehouse Center accessible to the visitorsistof:
HC2, HC3, and HC4 Server Rooms (Ground Floor)
HC5 Server Rooms (S2 Floor — the Second Basement)
HC16 Server Rooms (16th Floor)
HC6 (S1 Floor — the First Basement)
HC7 (S2 Floor — the Second Basement)

Parts of the Telehouse Center (HC2, 3, 4, 5, &nd,16) are accessible to the Client accordingiteices provided.

3. Rulesfor Personnel Authorization

3.1

3.2.

3.3.

The “List of Authorized Personnel” is a list thatntains names and numbers of Identification CaRisssports of the
individuals whom the Client has authorized for Tleehnical Equipment access. The Client is obligatddeep this list
updated.

Should it be necessary to authorize an accessfimdavidual who is not on the List of Authorize@fBonnel, it is
possible to provide an additional authorizatiorthy means of the Client or his/her contact persmdlisng the additional
authorization by e-mail to the Provider's addia$s@casablanca.¢ar faxing it to the number +420 270 000 277. The
additional authorization must contain the namesramdbers of Identification Cards / Passports ofatthditionally
authorized individuals. Person, which is not onltls of Authorized Personnel, fills in Protocol wfirepeated entry and
before entering he lets it be confirmed by ProvedEmployee. The protocol must consist of initzl§/isitor, who
authorised the Entry, whether he was present pallgar it was done via email or fax.

Except in case described in the paragraph 3.2,tbelpersonnel listed on the List of Authorized$®enel have access to
the Telehouse Center, and any violation of thekss rentitles the Provider to terminate the Contract
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3.4. The Client is obliged to familiarize all individsalvhom he granted access to the Telehouse Certethese Operating
Regulations. The Client is responsible for thetiéites and behavior, and for the contingent daesacpaused by them.

4. Accesstothe Telehouse Center
4.1. The Telehouse Center is accessible to the Visitora4 hours a day, 7 days a week.

4.2. The Visitors must at first report to the front deskhe Vinohradska 184 building where their idgnéind the validity of
their Access Chip Card will be verified.

4.3. If the Visitor has not been issued the Access Claip yet, but at the same time he/she is listeth@h.ist of Authorized
Personnel, a security guard will contact the PrengdSupervisory Center and the Access Chip Cdrd&vissued to the
Visitor free of charge.

4.4. Should the Visitor is not listed on the List of Aotized Personnel and he/she has not been addlijian#horized
according to paragraph 3.2, the access to the desehCenter will not be granted to this Visitor.

4.5. After the Access Chip Card has been issued to thio¥, he/she can walk through the access coraddrenter the
Server Room premises granted to him/her using éhgopal Access Chip Card. In case the equipméatked in a
lockable box or rack, and the Visitor does not pesshe issued keys, he/she is obligated to coetagioyees of the
Provider’s Supervisory Center by telephone, andPttowider's technology will be made accessiblééoMisitor upon
request after the repeated verification of his#ress authorization. The Visitor fills in ProtooblAccessing the Server
including exact server's location.

4.6. Before entering the Telehouse Center premised/igir is obligated to put on safety shoes thatarailable at the
access corridor. If this rule is broken the visitolt be fined by 500,- CZK.

4.7. Within the premises containing the Technical Equpmthe Visitor can only perform the activitiegdhe has been
authorized to by the Contract.

4.8. The motion of the Visitor in the Telehouse Censdbeing observed by the Provider’s employees bysnefasecurity
cameras. The camera recordings are saved. Thetg@aumera system operates in according to the@01/2000 Sb.
(the Personal Data Protection Acts).

4.9. The Visitor will use the personal Access Chip Clardeaving the Telehouse Center premises and éefghsign out at
the front desk. If it is necessary to lock up thehnology, the Visitor must inform employees of Brevider's
Supervisory Center by telephone before leavindSdrwer Room.

4.10. In case the Visitor wants to collect his/her owrtfir@cal Equipment, the fact must be reported iraade to an employee
of the Supervisory Center who will secure thatPnetocol of Collecting Technical Equipment is coatptl.

4.11. The Visitor can collect his/her Technical Equipmiaotn the Telehouse Center only if he/she hasliedfiall obligations
to the Provider.

4.12. It is prohibited to leave any Technical Equipmenanother material in the common Telehouse Cem&niges. Should
this happen for the first time the Visitor will petified and on any other breach of the rules thsitaf will be charged
the manipulation fee of 1,000.00 CZK.

4.13. The Visitor can install new Technical Equipmensiared racks only after the prior agreement wighettmployee that
has been assigned by the Provider.
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Installation of cabling harness in any area notsieel in the Contract is strictly prohibited.
It is prohibited to enter the Telehouse Center ¥atids, drinks, animals, or bulky baggage.

Individuals who appear to the Provider to be uriderinfluence of alcohol or other intoxicating stamses will not be
allowed to enter the Telehouse Center.

Smoking and fire setting are prohibited within grgire object. The Telehouse Center premises an@m@ed with fire
detectors and the Fire Protection System. For amatranted activation of these devices the Prowidiécharge the
Client a fine in the amount of 10,000 CZK.

The Visitor can remain within the Telehouse Ceptemises only for the time necessary to completgah authorized
by the Contract.

According to the Contract, the Visitor has the tigha remote reset of his/her devices based eleptone request after
an adequate authorization. The reset is standdalg by interrupting the server power source. Uplent's specific
request reset button could be used. If the sevatraling elements are not adequately accessiidesaplicitly
identified, the reset will not be performed.

Other Client's rights and obligations are stipulatethe Contract and in all its parts.

5. Utilizing the Shared Resour ces

5.1

5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

In the Telehouse Center, the Visitors have a mahdeitor and keyboard (a console) available in gacim. Monitors,
measuring instruments, and other devices neceksasgrvice can be connected only into the spetiiectrical outlets
located apart from the main backup energetic discui

The console constitutes an integral complex, amsdgtohibited to swap the accessories among theidual consoles,
otherwise the fine specified in the paragraph &illZbe imposed.

The Visitor is obliged to inform immediately empé®ss of the Provider's Supervisory Center if thesomnmalfunction
is detected.

All Visitors of the Telehouse Center have the rightise all shared resources.

In case these resources are needed by anothet &flibve Provider, and the Visitor has been utiligthese resources for
longer than 60 minutes, the Visitor coming as thet bne after the Visitor currently using the nes®s has the right to
use them.

In case the Client requires to perform time demagndaodifications on his/her equipment inside thefleuse Center
room, it is necessary to report it to the Proviolee working day in advance. In such a case theid®@owill secure a
monitor and keyboard solely for the Client's use.

In Server Rooms HC2-7 there is possible to takathvantage of connecting own notebook to public métwork
(802.11b, SSID casablanca) or installed etherneteds on the walls and columns.

The Provider reserves regularly a service windavwworks on own infrastructure with the possibilitiiinfluencing the
Customer's operation and that in following manAdéwrays first Sunday in month from 4:00 to 6:00 hias Provider
right to reduce, for the time essentially urgewt, longer than 10 minutes, the subscribed servisgsumed utilization is
2-3x per year for security updates of softwareankeas switches and routers. In case of longer pthnmaintenance the
Provider will contact the Customer one week in adea
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6. Network Security

6.1. The Client can utilize on his servers within thargd segments only the IP address space allocatbe BProvider's
employees. It is not admissible to use any othexdétesses, any other Subnet Masks, nor any otivetd®IP ranges.
All modifications to the Ethernet segments are réed and archived. Violation of this rule will rétsim deactivation of
the corresponding port on the Provider's switch.

6.2. The Provider is authorized to immediately discom@ey server that endangers the Provider's infretstre (zero-
tolerance specifically applies to DOS attacks), senwer sending out spam, or any server tryingtopromise the
others.

6.3. Starting up the DHCP Server or IPv6 RA within skiasegments is not allowed.

6.4. The Client can install his/her own Wi-Fi Accessmidor managing his/her devices after authorizakigithe
corresponding employee of the Provider. Such aalled Wi-Fi Access Point must not be publicly esible and must
not interfere with Provider's wifi-zone. It is fodden to use assigned address space out of Previdehnological
premises except for accepted exceptions in wrftiem.

7. Final Provisions

7.1. By entering the Casablanca INT Telehouse Centanipes the Visitor is bound by these Operating Ratopris.

7.2. These Operating Regulations can be modified bytoeider at any time. The current version of thepng
Regulations is available at the Telehouse Centearce.

7.3. The validity and impact of these Operating Regatetibecome effective on December 01, 2008.
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